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The security concerns of a large property often include protection of remote perimeters that abut
undeveloped land or a body of water. Potentadcess to the property from these areas poses the biggest
challenge to a true perimeter security systeand requires a multilayered solutionnleffectiveareawide
systemenables early detection of intrudeend the ability to distinguish between friendd foe.

To address this needuos hasntegrated a numbeif technologiesnto the Virtual Security ShieldVS%)
system.VS& Baded on proverdigital video andsensing technologie@ncluding ground radar and Radio
Frequency ldentificatiorthat interact with proprietaryartificial intelligence algorithm®ata fromall security
layersisfused into an immersivantuitive security tooto secue a broad coverage area and its perimeters

VS% includesthe following capabilities:

Early Detection and Qassificationof potential threats
Authentication of vehicles angbersonnelenteringa secure area
Trackng of vehiclesand personnel in the secure area
Preventon of unauthorizedvehicle use
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As shown in Figure ¥ S% employsmultiple omponentsto preventunauthorized acces® a secure are:
Ground radar

Visual Verification and Archiving

Live360°panorama

Ondemand Pan/Tilt/Zoom cameras

Radio Frequency Identification (RFID) technology

Real Time Location (RTL) system

Vehicle access control

Friend or foe classification
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1. Ground Radar Layer

Digital groundbasedradar forms the core detection layer of theirtual Security Shieldprovidingreal time
situational awarenesw allenvironmental conditions

Radar can survey very large areas quickly and efficiantiytheradar signature can be shaped to monitor a
specific area of interesBYy filtering clutter, radar provides an accurateeillance solution with éow false
alarm rate. People, vehiclefoats,or low flying aircraft can be tracked and classified to provide a window for
measured responseAlerts are configured to provide early warning of suspious activity or perimeter
breaches.

The radar signal isaptured anddigitized into standard commercial off the shelf (COTShd¥&d hardware
Theconverted signal idayered intoa PlanPosition Indicatodisplayand tracking plots are overlaid onto an
aerial image of thentire property The automatedsystemdetectstargets that bregh the perimeter

Control software allows operators to set coverage parameters and configure
the overall executionflow. VS &2 F i ¢ NB mandga sdlthlé K Y &
dynamic targetsand alarms,varying target dynamicsas necessaryControl
parameterscan be adjusted by theperatorto optimizesurveillance scenarios.

When a potential threat is detectedhe system positios Pan/Tilt/ Zoom (PTZ)

cameras for closep observaibn of the approaching objecthe combination

of intelligent video &gorithms and RFID technologies classithe object as

friend or e, and alerts security personnelif the analysis indicates the
presence of an intruder.
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2. Visual Verification & Archival Layer

Video ®curity systemsnay fail to provide sufficient reslution to monitor a largearea limitingthe user toa
single @rspective.The VSt @A a dzl f |age®prdvides dorpliefedted coverageusing anapplication
that createsliveLBGd’panoramic views of acene harvested from rotating PTZ camera imdges Figure 2)

Figure 20nehalfof a Iive3600degree panoramic viegenerated byVS% @  dedURarehis constantly scanned and
live video imageare stitched together to provide a virtual panoramic view.

Highresolution day/night PTZ cameraspply the quality video images for théS @A a dzl f lage® NRA T A OF (0 A
and also provide the multiple perspectives vital tdhreat analysis(see Figure 3)PTZs can be caotled

automatically by anArtificial Intelligence Module (DAIM), or manually on demdsy securitypersonnel.

Manual control involvelicking onthe live-360" panoramato operate the PTZslosestto the point of

interest, whichpresent an optically enhanced image from multiple perspectives.
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UNAUTHORIZED VEHICLE SUSPICIOUS ACTIVITY

@ E.T.A = 04:02 min 4@ E.T.A =02:05 min
Speed = 40mph o2 [ ¢ Speed = 4mph

Figure 3Sample User Interfac&kadar detection (above lefy)isual verificatiorusingPTZpan ard zoomfeatures(above
right), and livepanorama(below)showing radar detected objects.

Video streamsare achived for postevent analysisin order to process this information efficiently, visual
information is integrated into the live360” panoramic view, providing the operator with a reahe
comprehensive snapshot fanvestigation ofevents. The livgpanoramic view sensas the starting point for
further analysis in the third layer.

3. RFID Layer

This layer combine RFID technologyith the live:360° panoramic view of the site, allowing security
personnel to identify and track the movement of unauthorized vigsioor personnel (friend or foe)llhe
VS® wCL 5is ah hcBv8 REID solution with Real Time Location (RTL) capaliiliéiemloysstationary
RFID readers, mobile RFID readers, active RFIDatagjscompréiensive RFID/RTLS software tpabvides
animated mappingincluding reatime tracking of all active tagsde Figure g
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3.1 Stationary readersStationaryreadersare located at regulation distansearound the perimeter of the
secure area ath at strategic locationgvithin it. Stationary readeraise signal triangulation tolserve the
motion of any tagged object or person in real time.

3.2 RFID tagsAll vehicles areaegistered in the system and equipped with active RFEgs tAuthorized
personnelare also registered and issueth RFIEenabled badge. This allowsal time tracking of assets and
personnel as well as association of persorwmieb areauthorized to use specifitaggedassets.

3.3 Mobile readers Mobile readersare installed in allvehiclesthat are authorized to access the secure area
Mobile readers verify that only authorized personneith an RFIEBenabled badge can use the vehicles.
Mobile reades use a negligible amount of car battery power.

Toprevent the illegal use ofehicles, thevS% wCL 5 f Isé@vBHitle/fevshdhe? adociation technique.
An RFID reader interrogatéadividual access controtags to recognizeauthorized personnelThe RFID
pass/fail signal issynchronized with vehicle immobilizetthat prevent unauthorized individualsrdm

activatingthe vehicles.

3.4 Software and data managemerithe data transfer model consists of three elements:
a. Data harvesting

b. Data utilization
c. Data storage
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