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international expert in security threat and risk assessment. He developedthissige security

experience as a veteran operations officer for 27 years with the Central Intelligence Agency. He is

skilled in developing and executing programs targeting terroré&spionage, weapons

proliferation, and other select U.S. national seguobjective. He brings a unique, grotegel

perspective to security challenges that can only come from a lifetime spent mitigating risk, in all its

forms, while living and working abroad.

His most recent assignment, before joining Duos, was as a smhi@or to the Regional Joint
CSNNBNARAY ¢Faj]l C2NOSa owWeeCuv Ay (GKS ! o{d LY | RR.
clients, he has authored professional articles and undertaken public speaking engagements
regarding the evolution of physicaecurity in the 2 century, and how it can better secure critical
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INTRODUCTION

The unrelenting terrorism threat to thegg
commercial aviation industris one of the most
visible security challenges to authorities
worldwide, today{ Ay OS G KS St

and the traveling public around the wotldin
the U.S., these attacks frequently took therfo
of airliner hijacking; internationally, incidés
included hijackings andttacks on the airport
terminals and passengers themselfeattacks
on airliners in the taxiway or at the gdteand
even buses transporting airline personhélhe
reaction to his ongoing, evolving threat ove
the years has varied, depending on whether t
incident was in the U.S. abroad In the U.S,,
the focus of security has been principally c
checkpoint screening technology, procedure,

and management Abroad, security fares focus both on checkpoint screening, and on the
passengers themselveln either case, whether it is a smadigiond | ANLI2 NI 2NJ [ 2y R2Yy Q
Airport, the effect br passengers feels the sante: T2 N¥ ARl 6t S GANRBY OdzNIi | Ay é
procedures stifling any notion of traveler convenience.

Whether the focus of security doctrine applied at an airport is to keep dangerous objects off the
aircraft or dangerous people out of the airport, the design of engineering and technical upgrades
to airports in the U.S. and around the world must ensure that security plays an integral role
throughout the planning processSecurity planning, in turn, must recognize that the threat
environment is evolving and ensure that technology and counterintelligeneasures anticipate

the terroristsnext move In short, aviation security authorities and intelligence authorities must
communicate clearly with each other.

There are many different kinds of airports around the world and the aviation industry isself
dynamic and diversd-or security to be effective in thenvironment,it ought to be scalable and
flexible enough to be customized to each kind of facility, and its unique requireniesday, there
are many different technical solutions to airport seity in pilot programs around the U.S. and

a1 February 1970, Popular Front for the Liberation of Palestine (PLFP) claims responsibitiig-do
bombing of Swissair flight 330, near ZurichS. National Counterterrorism Center Worldwide Incident Tracking System.

2 Suicide and grenade attacks in passenger terminals by Abu Nidal terrorist groups at Rome and Vienna airports,
leaving 16 dad and 100 injuredU.S. Department of State, significant terrorist incidents, 126Q3, a brief chronology
(www.state.gov/r/pa/ho/pubs/fs/5902.htm)

%17 December 1973 terrorist attack on Pan American Airlines flight 110, while it was preparing faude @

Rome Airport29 persons were killedbid.
‘10 February 1970 PFLP attack on El Al bus at Munich Airport. One passenger killed and 11bidjured
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internationally. Each, in its own specific sphere, addresses a piece of the pOrdesize, however,
does not fit all, and fragmented technology creates more problems rather than solutions.

The future ofaviation and airport security is in wel
trained security personnel, procedures and
technology systems that integrate and orchestraig .
security solutions into one highly effective paative
response to the terroristsvho are plotting an attack
and assesnpg airportsvulnerabilities

International Airport

THE THREAT

Terrorists have long faved an attack on civil aviatioim a risk versus gainalysisthe return for

a potentially successful attack is much higher tHan other targets A successful hijack of an
airliner, its crew and passengersnsures immediate international attention to political demands,

or grievancesWhen an airliner is hit, revenge is exacted and a heavy, fearful price is paid as we
witness the aircraft and passeng@destruction in graphidorror. Most experts are familiar with
these tactics and have crafted defeat measures to mitigate thmm®cerns;however, security
manpower and technology remain fragmentedismanagedand undetutilized

Terrorismhasevolved to a new lethal levehs defeat measures are crafted, terrorists assess weak
spots and vulnerabilities to plot a future attackn example is the 2006 foiled plot in London to
take liquid explosives on airlineSerroristsknow they are succeeding in negatively affecting the
psyche of the averagdaw-abidingcitizen and the financial loss of the airline industry by creating
fear,inconvenienceand long delays

The following incidents over the past decade are just a few examples of the continued focus of
terrorism against aviion:

10 December 1994 - Bombing aboardPhilippineAirlines flight 434, which killed
Japanese businessmait was a small explosion, and a test run for operati
a . 2 2Aay pllQaeda plan to blow up at least 12 transpacific flighite Manila "r”‘"
police discovered and foiled this pldt X st

Philippine Airlines flight 434

®World Trade Center (WTC) bomber Ramzi Yousef planted the bomb on the aircraft as a téstgfer plan to
bomb 11 airlinersOn 6 January 1995, he was arrested by Manila police after explosives accidently ignited in his
apartment, causing a fir§ he plan was discovered on a laptop in his apartment.

Page 4 of 11 CIVIL AVIATION AND AIRPORT SECURITY WHITE PAPER 11/12/2008



duostech

Duos Technologies, Inc.

11 September 2001 - Attacks by suicide terrorists hijacking four airliners,
targeting the World Trade Center in New York, the Pentagon and U.S. Capltol
building (the fourth hijacking was thwarted by » :

passengersvho assaulted the hijackers on thg
plane) This watershed event demarcates the engss
of airline hijackingor-concession tactics, fromg
the current era of hijacking airliners for use as
weapon of mass destruction (WMD) and terror.

? o >
World Trade Center World Trade Center Ground Zero
memorial lights six months after 11 September 2001

22 December 2001 - Richard Reid arrested for attempting t0 destrCiissge =
American Airlines flight 63, from Paris to Miami, by igniti
explosives hidden in his shoe.

Richard Reid with his explosives shoe

November 2002 ¢ Al Qaedaplanned attempt to shoot down an Israeli airliner, using shoufited
missiles in Mmbasa, Kenya.

4 September 2004 - Los Angeles International Airport (LAX) shut down for several hours after a
man, waving boarding passes, went the wrong way up the exit stairs of .
United Airlines baggage claim area into the secure area of theitatm e

10 August 2006 - Discovery of a terror plot by British authorities aimed =28
detonating liquid explosives on flights originating from U.K. and the'U.S¢#Z2

3 June 2007 - JFKInternational Airport terrorist plot thwarted The Mamﬁgﬁfgﬁlﬁxﬂ
objective was to destrothe fuel supply system for the airport. heightened security

30 June 2007 - Glasgow, Scotland International airport termin:
attacked by a VBIED that failed to explode.

5 October 2007 -[ 2+ RSR 3dzy F2dzyR Ay
a4 SOdzNIR{G & y &K I MIG natodaD&ipdri/ whicly far&ishe
evacuation of the west concourse.

1U0NB2Y L

Strela SA-7 missiles (MANPADs) used
against airliner

® Two SA7 Strela 2 shouldefired missileYMANPABSAM) launched at Arkia Airlines Boeing 757 carrying 261
passengers to Israel; the attackers positioned themselves outside the perimeter of the airport, near the .r@ixvay
additional MANPADs were found at the scene.
" This plot had the hallmagk 2F GKS FIAf SR wmMddbp . 22Ay1Fé L2305 6KAO
explosives smuggled aboard airliners, to subsequently bring them down over the Pacific Tiegpiot reinforced the
point that terroristsg particularly Al Qaedg do not necasarily abandon a strategy just because it failed the first time.
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VULNERABILITIES

Airport security will remain in the calculus of terrorist planners so long as civil aviation is a target of
attack It is the access point for aircraft on the grounshssengers, airport and aircraft ground
support personnel, and key personnel who have routine access behind the security checkpoint

& K I NRThd fgll®aing are some key vulnerabilities to areas of an airport

Perimeter of airfield: Access to the aiiéld is often poorly monitored, particularly along the far

reaches of the fenceline around an airfielthere may be CCTV coverage, dug to the size of the

field, coverage does novverlap,and monitoring of the live feed occurs only in support of a
physical patrol in the areaAccess from these areas can be gained to aircraft tied down on hard
stands, or support vehicles used to service aircraft, simply by breaching the fence at isolated

points. Access can also be gained via drainage pipes or concuwinte beneath fencelines to

runoff sluices

Ground Operations zone of airport: This is the zone between the terminal and the taxiway and

runways It is a very busy and cluttered area that includes aircraft parked at-$tartls and at

gates, baggage/afr tugs, guide vehicles, airline crew, baggage handlers, food service personnel,
YIEAYUGSYl yOS LISNE 2VYig getyXifficulSto $edutefibecause itfis2sy dynamic in

nature.

Ticketing and departure area of terminal: These are publig accessible areas that are lightly
guarded at best, and relatively unmonitoret is also a very vulnerable area for the travellng

public. It is an easy place for a specific ethnic gro@g
or nationality to be targeted, while queuing for thei
national airine or a flight destination to their
country of origin Also, it is in this area of the airpor
where a terrorist with a plan to get throug
AaSOdNRGezI |YyR 2ya2 vy
face®¢ Any last vestige of nervousness, [
apprehension about wét is intended, will manifest
itself at the ticket counter, either when answering
specific security questions, or waiting in the securi
screening queue

Tlcket area of an alrport terminal

Screening area: Screening technology has improved the systéuik there remain major gaps that

need to be closedOne such gap is screening for Ametallic items under clothing, such as

ceramic knives, or bodgonforming plastique explosive

Airport employee vetting: In the planning phase of a criminal or terrorist operation, groups
initially explore the opportunity to plant or recruit one or more employees in an airport facility to

® The great majority of El Al passengers are classified as low risk and subjected to a routine level of security.

About 1%, however, are flagged as high risk because they are on a gowerwateh list or appear nervous at the

checkpoint, or because their answers or behavior arouse suspistaategies for Countering Terrorism, Lessons from the

Israeli ExperiengeViarch2003.
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assist and facilitate the surveillance and the actual attack, or criminal act, belf surveillance,

in this initial phase, usually neutralizes most of the addpsecurity procedures and allows the

group to devise arefficient scheme to launch thattack. Individuals with physical access to the

aircraft, such as baggage handlers, ground staff, or airline ticket counter staff, are given only
cursory background @tks for their minimurrwage level jobs; this is a particularly acute problem

at soOF ft f SR ¢alLl2]1S¢é¢ 2N GFSSRSNE FFANLERNI&ax o06SOI dz&a
recruitment by criminal, or terrorist groups

COUNTERMEASURES AND TECHNOLOGY SOLUTIONS

The combination ofstate-of-the-art technology with well trained security personnel and

procedures provide effective, proven solutions to securing airports with efficientiie costof

upgrading airports with the latestechnologies will be offset by amntaining the safety of the

FANLIRZ2 NG Qa AYFNF adNHZOGdzNE FFyR 02y iGAydz2 dz8hedzy Ay i SN
interrupted flow of air traffic and air travelers and the cost of damaged airport infrastructure can

result in millions of dollarkst in a very short periad

Counterintelligence

I YF 22N @dzf ySNIYroAfAGe Ay | ANLR NdvingindirOueNRvagé A a K
and lightlyvetted airport (or airline) workers access to the fligine. A very important component
NdSaA3ayAy3a Fye FANLRNIQA &S Doetldcied thelovedall iBtegrih & O 2 dzy
2F GKS TANLRNIQa aSOdNRGe &aeadSvya Aa aSOSNBt e
security technologies. Therefore, in any design of a securititisn, counterintelligence measures

and procedures must be well devised and clearly mapped in order to make the solutions effective

as desired.

9FTTSOGADS O2dzy i SNAYGSEtAaSYyOS YSI édz,ﬁ‘ I RRNB A
1 Specialized training for aigpt security personnel and screeners S :
f {SOdzNA (& NBaLRyaS LINPOSRdAINBa |yR Il - GSIYAY:
1 Security background check alf airport employees and close monitoring
their behavior
1 Zoning (nego and limited access zones for employees)
1 Security checlof all outside contractors, regardless of escort by airpc @
employees s

International Airport
Security

Intelligent Video Surveillance / Tag and Track Technology

5dz2a ¢SOKVISBHEXAABYT A RBERI NI dONIES AUt S A KYRS 2630 A a SE
airport security personel and screenerslt enables thehardening of interior surveillance

operations andthe ability to maintain acontinuous flow of air travelergesulting in millions of

dollars saved and preventing the disruption of airport traveldz2 8 Q Ay (G Sd G-BnB Sy i GJAR
0N} O1¢ a2FdoFNB Syl oftSa aSOdaNARGe LISNaA2YyySt (G2 RA
from the screening checkpoint through the concourses to the departure gates in a seamless, real
GAYS @ARS2 FSSR gKAOKSYLYZ bPR INRISRKRS RYARD Wi WIABA DA
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¢KAa SylofSa GKS &aSOdNRGeée LISNa2YyySt (2 O20SNIft
3 | y

disruption or concern amongst air traveler$f a

WA dza LISOGQ NBIj dzA NBaA | LJLJN?ﬁ
willknos 4G Fff GAYSAa (GKS SEI ¥
and can intercept or detain efficiently.

The intelligent video application is also effectively us€@
to tag, and alert security personnel (real time and
remotely), to individuals loitering n or enterirg a :
restricted zone to objects left behind, or to identify p»

and apprehend thieves and vandalkhe alarm event
can be analyzed post everseamlessly moving into
NE I 0 A Y Sandding Otdl | 3G 2 i
responsible for the alarm evenfo date, Duoss the
only company operating a proprietary system of t
nature in airportsit has beera proven success. Duos Intelligent Video/Tag and Track System

Perimeter Security

Threats from poorly monitored and unmonitored perimeters extending beyond runways refiresen

a significant vulnerability focivil aviation A virtual fence system providea single layer of

protection from physical intrusion onto runway/tE A g I @ 2 LIS NJ { Ae@irly warntigaf 32 Q | |
intrusion is limited however,and there is no abilityo distinguish between friend anide.

Virtual fence systems in @D Ground Radar Layer Duos Three Technology Layers of the Virtual
combination with |t security Shield (VS5)
intelligent video analytics |ig
provide a more robust
solution to perimeter B
security 5dz2 8 Q Ay
video surveillance systerr §
can integrate any number £
of sensors to harden,
surveillance solutions — =
Multi-layered perimeter i

security is achieved through the combination of intelligent video analytlcs integrated with ground
radar / sensor scanning systems and high resolution fixed and PTZ cameras to establish a virtual
fenceline that cannot be penetratedGround ralar can be customized to monitor large, specific
areas well beyond fencelines and provide an early warning of suspicious activity, pessons
vehicles within zones in critical proximito low-altitude aircraft thatare landing, or taking afffhe

security software program would automatlcally vector higgsolution, daynlght PamTllt/ Zoom

(PTZ) cameras to any suspiciofs

activity, for subsequent
investigation by airport security
personnel from command ancé ‘ o,
control center or remOter Live 360 degree panoramic views
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To further layer peémeter security, a Radio Frequency ldentification (RFID) tag would be provided

to authorized airport vehicles and personnel (which can be coupled with biometrics for personnel,

see details below) to confirm their identify (friend or foe detection) in emtions areas (AOA).

This would also aid in tracking airport assets, ensutiag only authorized personnel wita valid

RFID tag were operating vehicles in the area of runways, taxiways, and the airport perimeters

vehicle or individual without a vValR wCL5 Gl 3 Ay dNHzRAY Zond yidhe | Wy 2
vicinity of the airport perimeter would be automatically tagged and tracked both electronically and

visually by the system, and an audible/visual alert dispatched to security officials fordiatme
investigation

Virtual Ground Operations Perimeter

The area between taxiways, runways, and the airport terminal used by baggage handlers,
cleaning/food service staff, ground operations personnel, designated airpamloyees,and
aircraft crew menbers is a busy and difficult area to secure.

Using intelligent video analytics, ground operations areas can be divided into segmented,
electronic zones that secure stationary aircraft with a virtual perimeRarsonnel or vehicles
(baggage carts, tugbuses, etc.) in thground operations area that havauthorized access to the
aircraft would have RFID tags that would confirm their acceslviduals with limited access to
specific airlines, or sectors in the ground operations amauld have tags @programmed by
airport security for specific clearance levels, ensuring they stay within their. z&ngone
approaching a parked aircraft without an RFID tag, or with anobabne tag, would be
automatically tagged, tracked by videand an audible/visal alert sent to the command and
control center

Biometric Security

Biometric security access control ensures that only authorized airg
and airline employees gain access to restricted areas both insidefé
out. Traditionalphoto identification tays with RFID access @sdcan w_»
0S ait2ft Sy 2 Bibmétic2shidiiygaScRs® &ontrol with — &
retina scanning, hand geometrnand/or facial recognition systems
prevent criminals and terrorists from using the identity of airport or
airline personnel to comiillegal acts.

Artist Rendering of Biometric Security

Facial recognition systems can also be employed at security checkpoints to alert and tag known
AYRADGARdzZr a4 2y GSNNBNARaAG o6FGOK ftAadaz ONRYAYIlLf U
Coupled with intelligent video/tagndtrack software, a positive identification target can be
subsequently tracked by intelligent video, to aidpart authorities ininvestigative followup in a

discreet, protected area of the terminal concourse

Page 9 of 11 CIVIL AVIATION AND AIRPORT SECURITY WHITE PAPER 11/12/2008



duostech

Duos Technologies, Inc.
Weapons Detection System (WDS)

While current technology alerts for metallic objects on individuals passing through a metal

detector, it does not alert for nometallic objects that could be used in an attack, such as ceramic

knives or plastic explosivedsing weapons detection systenpabjects camcealed under clothing

Oy 6S RSGUSOGSR Ay | LI aairgdsS YIYYSNE y20G O2YLINEY
alarm sent covertly to security personnel at the screening checkpoint for further investigation

Weapons detection systems can be integdhinto the overall comprehensive intelligent video
adzNBSAtTE 1 yOS adr3 FyR GNI O1¢ .ArRifdumiual Hghtifiédy LINE A R
the WDS system as concealing a weapon or explosive device will be tagged and tracked through

the airpott terminal to enable security personnel to investigate and quarantine the suspect in a

manner to reduce the risk to passengers and screening personnel
Explosive and Chemical Detections

An additional layer ofechnology that can be integrated into thmmprehensive intelligent video

surveillance solutionis the detection of explosives and chemicaiany airports are currently

using this technologyhowever i KS& | NBy Qi Ay GSaINI GAy3 (KA&a &aSyazl
video systemBy integratng all security and surveillance sensors into a comprehensive intelligent

video systemsecurity personnel effectively augment overall security countermeasures to provide

a multilayered, real timsolution thatcan be utilized in a single command and cohtrapacity and

with remote capabilities

DUOS TECHNOLOGIES, INC.

port
security

A limited number of security technology providers market the solutions referen o
above Duos Technologies is unique as it is comprised of defense, intelligende

security professioals highly trained in ssessing vulnerability and risk.nA wls

experienced staff oéngineers and leading sciensisspecializing in intiégent video '*

analyticsOl 'y 22AyGfeée ONI T GSOKyz2f238 a2zt - ya a2 |
provide multilayered secity solutions h dzNJ | LILINR | OK A& {2 we SNB G YR
security challenges, no matter how complex, both through the eyes of the custo =

and with the indepth knowledge and understanding of technology, securi ;

terrorism, and counterintelligenceWe thenwork handin-hand with customers to ;

design counterintelligence proceduredrain personnel,and engineer cuttinggdge

technology solutions that fully mitigate riskuos Technologies provides 24/7/365 | "
technical support and a full training package

Duos Technologies provides a broad range of stédme-art, turn-
key technology systems for securitgirveillance,and automation
for the private sector and for governmenté/e are engaged in theg
design and deployment of customized, artifigratelligence driven
digital security systems integrated with actionable vidé |
surveillance Duos goes well beyond traditional videsecurity
technology;we distribute digitized sensor and video data over ope

Duos customized browser-based
Graphical User Interface (GUI)
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IT networks, and integrate the informatiom a custonuzed, browsetbased Graphical User
Interface (GUI) that is usdriendly and fully centralizes security management

Duos Technologi€®»RAESIDIUM @ Intelligent &nsor
Detection Suite processescoming video and senso
feeds utilizing algorithms to dett specific activities f=
and events for security and surveillance applicatior) :
Combined with intelligent browsedsased three , : 1 g
dimensional (3D) mapping softwar@RAESIDIUM © S T e N i
visualizes suépez:ted pgec%rity breach types and [ @“M% & g 085
locations, simultaneously detecting aitiple events

and processing/classifying each in accordance wg
userdefined parameters PRAESIDIUM © has the
lowest false alarm rate in the industry

3D-1.S with example Field of View Controls

The Ilow false alarm rate and flexibility
PRAESIDIUM © sensor detection suite is one of ity
greatest strengths PRAESIDIUM @, coupled with the
powerful rvspro” server, can incorporate multiple
sensor types from a simple placement of high
resolution fixed cameras to a full array of PTZ camer
infrared/thermal cameras, ground radar, sensors and detectfor
motion, impact, chemical, biological, radiation, explosives, or seis
activity, as well as biometric tools such as facial recognition -$pgied
retina scanning, or handeometry Also, PRAESIDIUM © hosts
numerous tested, robust intelligent videapplications and can b¢g
tailored for specific behavior or activity recognition events that me
security concernOur capabilities can be enhanced integrating Glol
Positioning System (GPS) software, RFID, hydrophonics, O
Character Readers (OC&)d meteorological instrumentation Graphic User Interface (GUI) in PDA

Duos Technologies effectively addesss K S WK dzY} vy FIF Ol 2 NJ

CONCLUSION

Airportsand the civil aviation industry have been on the front line in the araterror, long before
9/11. The terrorist threat is an evaing, dynamic issue and the tools that security authorities need
to confront and reduce risk should be designed o2 Y 2 NMw&tiéQand not the security
incidents of last week, or last yedduos Technologies is committed to working with customers to
define ilkdefined risk, predict the unpredictable, agdvhen the next threat to security develogs

be prepared and ready to confront and manage the risk.
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